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1 System Requirement

EnGenius Mesh Network Management Tools is written in JAVA, hence it has the
feature of cross platform, capable to run in most of the platform. The following are

the recommended system requirement.

256 MB (recommended minimum)

- >512 MB (recommended)

- 10 MB hard disk space (without-JVM version)
- 80 MB hard disk space (with-JVM version )

- Microsoft Windows 2000, XP (recommended) or Linux RedHat 3

Besides, in order to enable the NMS to work properly, the following ports must be

allowed through any firewall between the NMS and the agent:

Port 161 (by default) — Use for standard SNMP Get and Set

Port 162 (by default) — Use for listen to SNMP Trap

Port 4608 (by default) — Used by the Discovery Tool

Port 8188 (by default) — Use to listen for the Layer-2 node’s notification

For Linux terminal users, the Java Virtual Machine (JVM) is not included in the
installer. Therefore you may need to download a Java Runtime Environment (JRE) or
JVM before you install and run the NMS on your system. The minimum version of

the Java is 1.6.



2 Installation and Un-installation of EnGenius Mesh NMS Tools

2.1 Installation for Window (XP, ME, etc)

Obtain the executable installation file, EnGenius Mesh Tools v2.8.11e, from the
companion CD or any other resources, and copy it to the terminal’s desktop.

Launch the installation wizard by double-click the file

InstallAnywhere

; Installdmwhers is preparing to install...

Cancel

& 2002-2006 Macrovizion Europe Ltd. and/or M acrovision Corporation

After the wizard is setup completely, follow the 6 easy steps directed by the wizard to

perform the installation.

2.1.1 Introduction

I B
Introduction

Installfrrswhierns will guide vau through the installation of EnGenius
wesh Toaols.

His slrangly recemmeanded tal you quit all programs befare
continuing with this installabion.

Click he ™ex button b proceed b the need scraen. 1N yvau vwanl to
change something on & previous screen, click the Previows' button,

‘f'ou rmay cancel this installabon 3t any ime by clicking the ‘Cancel’
buttan,

F‘rUﬁUUi

Simply explain what this software is about. Press Next to proceed.



2.1.2  Step 2: Choose Install Folder

5]
Choose Install Folder

UWhiere Wik You Like (o Ihstan?
|a:.4:mgmm Files\EnGenins Mesh Took
| Rastore DefauitFalder | | cChoose.. ]

Prompt user to choose the install path (directory) and name the install folder. Press

Next to proceed.

2.1.3 Step 3: Choose Shortcut Folder

Where vwould you ke o create product icons?

& Inonew Bogmm Groug: | Enreniss Mesh Toaks
o Inmmdaﬁ:whna:mﬁmp:jmwi

" In e Start Momn

T O the Deslop

T the Qmick Lomnch B

7 Crther,

€7 Dot create icoms

[ Coeate leons for A1 Veees

[ eivicis it

Specify where the software shortcut will be created at. Press Next to proceed.




2.1.4  Step 4: Pre-Installation Summary

Pre-nstallation Summary

Please Review the Following Before Continuing:

Product Name:
EnGenius Iesh Tools

Install Folder:
CAProgram Files\EnGenius Mesh Tools

Shortcut Folder:
CADocuments and Settings\Wicrosofty T BfE | ThEevgEs
' FnGenius Mesh Tools

Disk Space Information (for Installation Target):
Required: 29,584,641 bytes
Available: 37,715,537 920 bytes

Let user have a quick review about the installation settings before start installing.

Press Install button to start the installation.

2.1.5 Step 5: Installing

h Tools

Installing EnGenius Mesh Tools

Installation is in progress. Once the installation is completed it will direct the user



to the next step.

2.1.6 Step 6: Install Complete

Install Complete

Congratulations! EnGenius Mesh Tools has heen successfully
installed to:

CAProgram FilesiEnGenius Mesh Toals

Drmme "Mimma" o it e inedadlae

Indicating the installation is completed, and user can select to restart the system
instantly or afterward, in order to complete the installation. Press Done to
conclude the installation. After that, you may launch the NMS through the shortcut

you created previously.



3 Un-installation For Windows (XP, Me, etc)

In order to uninstall the EnGenius Mesh Network Management Tools from your
terminal, you can get the uninstaller wizard from the software directory. The
uninstaller, namely Uninstall EnGenius Mesh Tools, is located at the Uninstall
EnGenius Mesh Tools folder. Launch the uninstaller wizard by double-click the

executable file. Follows the following steps:

3.1 Step 1: Introduction

Uninstall EnGenius Mesh Tools

Aboutto uninstall ..

EnGenius Mesh Toals

This will remove features installed by InstallArypwhere. Itwill not
remave files and folders created after the installation.

An introduction regarding the uninstallation of the EnGenius Mesh Management Tool.

Click Uninstall to start the process.



3.2 Step 2: Uninstalling

h Tools ElE
Uninstall EnGenius Mesh Tools

Fleaze wait while Installd nyrerhere s tninstaller
rernoves the following features. .

Files...

Shorcuts...

Launchamawhere

Folders...

Registry...

Uninstallation is in the progress. Once the progress is completed, it will

automatically direct you to the next step.

3.3 Step 3: Uninstall Complete

Uninstall Complete

All items were successiully uninstalled.

The software is uninstalled. You may choose to restart the terminal instantly or

afterward in order to complete the process.



4 How to Use EnGenius Mesh Network Management Tools

41 Quick Start

First of all, make sure the terminal where you installed your EnGenius Mesh Network
Management Tools is connected to the network, via Wireless or Wired LAN. Then,

launch the NMS at the location where you install it.

Click the Create Map button on the toolbar to generate a new map profile. A dialog
box would appear to prompt user to enter the name of the new profile. After that,

hit the OK button to complete the set up. A new map will be inserted into the NMS.

Then, click on the drop-down list on the toolbar of the new profile, where it prompts
users to insert the Scan IP Address, the destination IP Address to be scanned. Enter
the desired IP and click the button next to the list to save the IP. Finally, select the
Start Scan button on the map’s toolbar, the scan will be initiated and run. The result
of the scan will be plotted on the map area. User is free to adjust the position of the

found-unit on the map.

Before shutting down the NMS, user can save the profile settings, including the
coordinate of the found Mesh AP units on the map, by click on the Save Map button
on the map toolbar. The saved profile can be loaded directly to the NMS next time

using the Open Map button on the toolbar.

For further description regarding the functions and features of the EnGenius Mesh



Network Management Tools, user may refer to the following section.

4.2 Software Overview & Features

4.2.1 Software Layout

Before we proceed further, let us have an overview at the layout of the NMS.
Basically, the EnGenius Mesh Network Management Tools is consists of three major

sections:

= Map Container
= MIB Reader

=  Alarm Viewer

User can switch the view of the NMS by select the tabs at the left bottom corner, or

through the menu bar, as illustrated:

File ~Wiew Settings Advanced |

M= e Cascade E @
= Tie
% firewallTablelndex

MIBI  Map i
0 fireweal TableTarget ap View
< 5 | # Mib Yigw Urla

|' ' [E] [E] - a Alarm Yiew pRoe

Wiew Log Files

Global ¥ | i =
B pppoePassword

‘--"'EE_M'B mar_"l) £ nodeConfigurationP ptp

Ko ®

4.2.2 Map Container

The Map Container is the section where user can monitor and manage the mesh
network. The network will be displayed in the form of graphical topology map, and

the status will be updated periodically.

The center frame of the Map Container is the space to plot the topology map. More



than one map can be created and run simultaneously. The status of the map will be
logged to the status pane at the bottom of the map. Each topology map has its own

status pane.

The panel at the west of the map space is the Node Details panel. It is used to display
the properties of the selected Mesh AP unit on the topology map. The information of
the AP will be loaded into the table, and the graph below the table shows the signal
strength between the selected AP with its neighbor APs. The column at the bottom

of this panel is used to invoke the live stat monitoring feature.

The east panel, meanwhile, is to display the details of the clients associated to the
Mesh AP unit. The panel is divided into two parts, the Client Properties and Client
Signal Strength portion. Each portion will be automatically updated every minute, to

provide the admin user the live result regarding the clients.

4.2.3 MIB Reader

The MIB Reader provides user a simple user-interface to retrieve as well as configure
the settings of the Mesh AP unit through the standard or vendor proprietary MIB
files. With the correct community and password, user can perform the SNMP actions

such as SNMPGet, SNMPSet and SNMPTable.



[E6 EnGenius Mesh Netwark Management Tools B |
File Yiew Settings Advanced Help

EE L

YeEed

e — 5 SMMP Yersion | ersion 1 o 2 ¥ P Address
& Loaded MibModules Readl-Community lsamame

- "8 ENGENIUS-STATUS-MIB \Whte-Community athertication Password
#- P8 ENGENIUS-PRIVATE-MIB —— e .
B8 ENGENIUS-MESH-MIB St rivacy Passwori
oD L Syntax

Description:

Output:

<
\ L%

>

Global Wiew |

| Map | mip . Alarm

The west pane displays the list of MIB and its tree. User can load and unload MIB file
from the desired location. More than one file can be loaded into the MIB Reader. In
order to read or set an item, expand the MIB tree, select the desired node. Select the
SNMP version; fill in the IP Address and other necessary keyword. Then click on the
command button (SnmpGet, SnmpSet, SnmpWalk, Load Table, etc..) on the toolbar.

The output will be shown on the Output column.

4.2.4 Alarm Viewer

The Alarm Viewer is a SNMP trap server. It received the SNMP alarms and
notifications directed by the Mesh AP units and display in the table at the center

frame. Select the table entry in order to view the description of the trap.

Note that the table is a read-only table, which displays the trap’s source IP Address,
description, severity and the time when the trap or alarm was caught. These alarms

should be deleted once they were reviewed and resolved, by clicking the Delete



button.

BEX]

{&7 EnGenius Mesh Network Management Tools
ced

Delete ) | Selact. ) . Deselact. )

[ Severt: [ Time Stamp

User Name
Buth Password
Priv Passeord [

Set)
View (Severity) >
[vCritical
[v]
]
|Phserrinu

(1 ; Status [stopped.

[}

Alarm Level bl 1
Warning Msg Alarm Beep

| Off / Mute ‘

Trap

Addl Trap Agents

=
AddNow |
R

Map | MIB Alarm,

[¥iLogto File

4.2.5 Toolbar Reference

This section provides a quick reference for the buttons in the toolbar of the NMS. The

description of the toolbar of the NMS is illustrated at the table below:

Button Name

j Create Map

s Open Map
og View Tile

ot

’ View Cascade

a SnmpGet
a SnmpSet

Function

Create a new topology map
profile

Open a pre-saved topology
map profile

View the topology map in grid
layout

View the topology map in
cascade layout

SnmpGet the data from MIB
tree

SnmpSet the data from MIB

tree



i

- e E & W

@2
&

Synchronized-Configuration  Invoke

Load Table

Refresh Table

Add Table Row

Synchronized-Configuration
window

Load the SNMP table from MIB
tree

Refresh the SNMP table from
MIB tree

Add a row to SNMP Table

Commit Table Change Commit the selected table row

Del Table Row

SnmpWalk

Start Trap

Stop Trap

with the edited data

Delete a row from SNMP Table

Walk the selected item from
the MIB tree

Initiate the Alarm Host system

Stop the Alarm Host system

On the other hand, the following table shows the description of the toolbar of the

map container:

Button

2

Name
Import
Background

Save Profile

Scan Start

Scan Stop

Initiate Port

Close Port

Function
Import an image file to use as the
background image of the topology map

Save the current topology map

Start the network scanning (Layer-3 & EZ
Map only)

Stop the network scanning (Layer-3 & EZ Map
only)

Open port to listen to Layer-2 notification
(Layer-2 Map only)

Close Layer-2 notification port (Layer-2 Map

only)



@L’ Zoom In Zoom in the topology map by 25%
(55’ Zoom Out Zoom out the topology map by 25%
Zoom Fit Zoom the topology map to a size that fit the
® screen
'? Lock Lock the AP units on the map
T Unlock Unlock the AP units on the map
|§ Block List Open the block list window

Run the live statistic window to monitor the

=

Live Stat updated statistic of the desired node. (EZ

Map only)

4.3 Features

4.3.1 Create Map

In the latest version of NMS, three topology maps are available: Layer-3 Map, Layer-2
Map and EZ Map. These types of map look similar. The main difference between

them is the method to read the topology information.

* The Layer-3 Map is the ordinary type, where it uses the provided target IP
Address and SNMP protocol to collect the topology from the nodes
discovered, and then plot the map using the collaborate data.

* Whereas the Layer-2 Map opens a specific port to listen for the notification
from the nodes, in order to plot the map. Prior to this, user is required to add

the information of the NMS (IP Address) to the node. Thus in fact, the Layer-2

Map can receive the notification not only from the layer-2 mode AP, but any
other mode as well, as long as the NMS Address table is set.
e The EZ Map, on the other hand, broadcast the SNMP packet over the network

to search for the SNMP-enabled devices. In the latest release, the discovery



tool scanning mode has been added into EZ Map as an alternative method to

perform the node discovering.

In order to create a new Topology map profile, user can click on the Create New
button on the main toolbar, or select File > Create New from the menu bar. A window
would turn out to prompt user for the type and name of the new map. User may
select the type of the profile from the drop down list, and enter the name in the

provided column.

Add New Profile

Flease enter the new profile name.
(Mo special character alloved)

FProfile Type |Layer-3hﬂap
Profile Mame |

[ Ok H Cancel ]

Please be aware that special character such as #, S, % (except _), are not allowed to
use as the name of the topology map name to avoid data corruption, since the name
of the map will be used as the header of their data file. On the other hand, the
system also not allow user to create a new profile with the name of the existing map

in the NMS.

Hit the OK button to proceed, or Cancel to close the window.
4.3.2 Open Map

In stead of create a brand new topology map, user can re-open the map profile that
has been saved previously. Click the Open Map button, or select File > Open Map
from menu bar, a file chooser window would appear on the screen, to prompt user

to choose a map. Select the desired one, and hit the Open button. The profile will be



loaded to the NMS with all its settings.

P ]
Open
Loak ir: I Map Bl T > (]

5 4] Location_a,
\Aﬁ m test_site
My Recert
Documerts
=
Desktop
J File name:
My Documents | Files of YR hap Files (* map) v

4.3.3 Save Map

As mentioned previously, the settings of the map profile can be saved to be loaded in
the future. Details of the map, for instance, the coordinate and SNMP passwords of
the Mesh AP units on the map, background image and block list, will be saved as a

setting file.

In order to save a profile, select the Save Map button or File > Save Map from the
map container toolbar of that particular map profile you wish to save. Note that if
user is trying to save a map profile that has a same name as one of the existing
profile, a warning message would appear to get confirmation from the user to

overwrite the file. To proceed with the action, click the OK button.

WY | e Ty T T s |

=

Map Profile Exist

'j The map of "test_site" is existing.
L Are you sure you wank Eo overwrite ity

I (04 I [ Cancel ]




By default, the profile will be saved to the Map folder in the program’s directory, with

the name of the map profile and extension .map or .I2map, or .ezmap.
4.3.4 Topology Map

The topology map is actually the graphical representation of the actual Mesh
network topology which is being scanned. When a new scan is initiated, the result of

the scan will be processed by the NMS, and output to the map.

The AP unit would appear in different colors and shapes:-
Icon Indication

‘ Inactive AP

. Accessible Gateway AP
? Inaccessible Gateway AP

Accessible Relay AP

Inaccessible Relay AP

S ee

Accessible Client-Relay AP

? Inaccessible Client-Relay AP
(‘ Layer-2 Gateway AP
@ Layer-2 AP, which notified the NMS
v Accessible Dual-Radio Gateway AP
2 Inaccessible Dual-Radio Gateway AP

Accessible Dual-Radio Relay AP
Inaccessible Dual-Radio Relay AP

Accessible Dual-Radio Client Relay AP

SESE NS

Inaccessible Dual-Radio Client Relay AP

, AP Bridge



A AP Router

/A MLRD
” Repeater
F-N Slave Bridge

'y Master Bridge
' WDS Bridge
o WDS Router
A Client Bridge
A Client Router

Unknown Node, which the NMS failed to detect its

mode
Fark ol 102312331
ks
;I-:,n I ,"
b s,
h’ T WalrBardia ]

Facilttias

&

F-'ll'r_.'l.'lill-,n-" -
Fagorca
[m="g [P0

10119
The blue line in between the APs designates the solid link; whereas the red, dashed

line shows the indirect link. On the other hand, user may hit the Help > Legend

option from the menu bar to view the legend regarding the topology.



o Legend

Layer? Map

Accessifle  inaccessible
?

Gateway v

Relay @ a
Client-Relay v ?
Dual Radio Gateway v r;
Dual Radio Relay @ 0
Dual Radio ClientRelay v ?

Inactive .

SHMP Map
Layer-2 Gateway :Efﬂ Slave Bridge

Layer-2 Relay @ Master Bridoge .‘
AP Router L\ WDS Bridge N
AF Eridge A\ WD Router A
MLRD A Client Bridge A
Repeater o~ Client Router A
LInknotn & Inactive '

All the icon, as well as the type of the link describes above are default item. They can

be customized through the customization tool according to the administrator

preference. .

Occasionally, user may observe some inaccessible node (indicated by “?” sign) from
the map. These nodes are actually discovered by its neighbour node. The NMS,
however, failed to read the node’s content through SNMP. Normally, this is caused by
the SNMP community or password used by the NMS is not matched with the node. It
could also happen if the SNMP feature is disabled by the user at the firmware, or the
physical signal strength between the NMS host and the node is weak enough that

results the data packet is dropped.



4.3.5 Set up New Scan

Layer-3 Map & EZ Map

In order to set up a new scan for a SNMP topology map, click on the Start Scan
button, or select Map > Start Scan from the menu bar. Conversely, hit the Stop Scan
button or select Map > Stop Scan to halt the scanning process. The status of the map
will be updated periodically, hence whenever there is a change in the network, user
might be able to monitor via the NMS. The status bar at the bottom of the map

displays the status of the scan.

Layer-2 Map

On the other hand, in order to set up a new scan for the Layer-2 topology map, click
on the Initiate Port button, or select Map > Initiate Port from the menu bar. The map
will receive the notification sent by the AP and plot the topology on the map.
Conversely, hit the Close Port button or select Map > Close Port from the menu bar

to stop listen to the notification.

Every new found Mesh AP unit will be place on the right top angle on the map, with
zero coordinate. Then user is free to move the AP unit around the map. Once user
completes the positioning, save the map, and the system will remember the new

coordinates in the future scan.

4.3.6 Map View

More than one topology map can be loaded to the NMS at the same time. By default,
the maps are viewed in cascade mode, where user needs to click on the tab at the

bottom to switch the map to view.



In order to change the view type, click the Tile button on the main toolbar, or select
View > Tile from the menu bar. The tile mode arranges the topology maps in a grid
layout. To convert the view mode to cascade, hit the Cascade button, or View >

Cascade. The following figures illustrate the difference between the two modes.

File Setkings Map

PR O EHEEM
N

Scan IP: |192.1 B2.1.169 E

< reemeeeesse———T———e——————|
Status: IDDne.. Sleeping. . 2)‘2

test_site

(Cascade mode)



File Settings Map File Settings Map
| 5 St B EoT —EY 1 T
? IS | ﬁ »a I oL [F] Seer ? = | ﬁ Al wow Loy (Y] S0
] " j.‘ ¥
ﬁi ..d"'-'j 'I.' : o ‘. \\ 2
E _"_: ._..""r.;.. ” ; ".- CET \ ~
e 1
~3 at \ e
o o “
= tro ‘ f
‘-\..‘- (rary
a4
101114 i
=)
o ]
b "}‘ 103311
& " 10.33.1.1
@ o S
Y 1016.5.1
i &9 3 o
=2 "_" . ca 3 Elg’z"v w
4 > L4 >
Status; |Du:une.. Sleeping... _}; | Status: |Du:une.. Sleeping...

(Tile Mode)

4.3.7 Status Pane

The status pane is located at the bottom of the map container. It displays the nodes’
status with the time and date; enable users to keep track of the changes in the

topology.

test_site [ Copyaul || Clearan |

an Started with

New Node Found: 100

Started with 10.

Log to File

Event Log | test_site



The type of message can be varied by the color of the text. Green text indicating
positive message such as scan started or nodes found; red text shows the negative
message such as nodes down or timeout; whereas cyan text displaying system

message, for instance, system settings changed.

The Copy All and Clear All buttons on the top of the pane performs the copy and
delete text action in the status pane. Tick the checkbox at the bottom to log the
status message to the alarm log file, which will be saved to the folder Alarm_Log at

the install directory.

4.3.8 Scan IP Address

The Scan IP Address is the IP Address that the scanning process uses when initiate a

scan for a Layer-3 Map.

User might enter the IP Address at the drop down list, or choose from the list. In
order to apply the new Scan IP, user is required to restart the network scanning. (A

running scan will be stopped when a new IP Address is selected.)

Scan-P; [192.168.1.102]

1921681 102
1921681 193
921681 107 .
- 1 i
o227 o

Go 2T

=

On the other hand, the Scan IP can also be set by selecting Settings > Scan IP from
the map container’s toolbar. A window would appear to prompt user for the new IP

Address. Hit the OK button to apply the change.



Scan IP

Flease enter the Scan IP Address.

1921651169

[ Ok H Cancel ]

4.3.9 SNMP Community / Passwords (for Scan-IP)

The EnGenius Mesh Network Management Tools use the SNMP method to read the
topology of the network. There are two types of SNMP key used for the topology
scan, which are the Scan-IP key and the AP Unit key. More details about the latter

please click here.

Commonly, the use of SNMP varies by its version. If a user select version 2c, the
SNMP key to use is a community; on the other hand, if version 3 is used, the SNMP
key will be a SNMPv3 username, with its corresponding authentication password and
privacy pass phrase. As you can see throughout this document, every feature that

implements SNMP will have both options

File = Settings Map
= v Display Mode Route F=
‘ play J _|

Scan-IP =l
Scan-IP v2c Communiky
Scan-IP w3 Passwards

Scan Inkerval 3

Block: List =

Background Transparency

Basically, the Scan-IP k-ey is the SNMP key that used for the Scan-IP which initiates the
scan. In order to configure the community of the Scan-IP, select Settings > Scan-IP v2c
Community from the map container menu. On the other hand, select Settings >
Scan-IP v3 Passwords to change the SNMP version 3 Passwords. A window would

turn up to prompt user for the new key(s).



| Scan-IP Community

FPlease enter the Scan-1F's Cormimuinity.

ktttttttttttl

[ Change and Use SHMP Yersion 2c ] [ Cancel ]

Scan IP V3 Passwords

Flease enter the VW3 Passwords for the Scan [P

Llsername Isnmp\rSrnuser
Auth Passward f‘**********

Prll\'l PEISSWDrd rtttttttttttttttt

[ Change and Use kP Yerszion 3 ] [ Cancel ]

Press Change and Use SNMP Version X button to proceed. If the change is
successfully, the following dialog box would appear, to remind user to reset the scan

in order to let the new community or passwords to take effect.

e =1

Done

i Community Set Successhully!
\\J) Moke that For the new community o take effect,
please restart the scan (Stop Scan = Start Scan)

The default value for Scan-IP:
Community: public
Username: snmpv3rouser
Password: snmpv3password

Passphrase: snmpv3passphrase

4.3.10 Socket Port

The notification of an AP node is sent according to its NMS Address Table. The table

defines the IP Address and port number of the destination (NMS). For instance, if the



admin has added a table entry with port number 8000 at the AP, the NMS user can

change the socket port number to 8000 in order to receive the notification.

In order to update the socket port, select Settings > Socket Port from the menu bar.
A dialog box would appear on the screen to prompt for the port number, which

range from 1 to 65535. Hit OK to confirm the change.

- -

Port Number
Please enter the Socket Port Mumber {1 - G2534).

a182]

[ (8] H Cancel ]

4.3.11 SNMP Community / Passwords (for AP Unit)

In case if a Mesh AP utilizes a different community or passwords from the others, the
NMS might fail to read the topology from it. Hence, user might need to edit the
individual AP unit SNMP keys, by right-click the desired active node. Select Change
v2c Community from the popup menu to change the community; or click Change v3
Passwords to change the v3 keys; enter the correct value in the dialog box and click

Change and Use SNMP Version X.

Show Properties
19218 AP Configurator
Web-Based Config

@ Change v2c¢ Community

01144 Change v3 Passwords

Change Display Hame

Delete from Map

AP Unit Community

Flease enter the Community for the AP (10.18.123.1].

r*********

I Change and Use SHP Yersion 2o J [ Cancel ]




AP Unit V3 Passwords

Flease enter the Passwords forthe AP (10.18.123.1).

Usemame nEwUSErTiate
Auth Passwword f‘***********

Prllllll PESSWDrd r**************

[ Change and Lze SMMP Yerzion 3 ] [ Cancel ]

Note that the AP Unit Keys is also used for read the Node Details and Client

Properties. The default SNMP version and keys of the Mesh AP is inherited from the

Scan-IP that found them.

4.3.12 Scan Interval

The scan interval defines the time interval between every round of scanning. By
default, the NMS will sleep for 10 seconds once a network scan is completed. User
may change the time interval by select Settings > Scan Interval, and choose the
desired time interval. The available options:

= 10 seconds

= 30 seconds

= 60 seconds

= 120 seconds

= 150 seconds

The changes will take effect immediately.

File = Settings Map

7+ Display Mode Route R IEsq O

| E
Scan-IP

Scan-IP w2c Community

1 Scan-IP w3 Passwords

Scan Inkerval F & 10seconds
Block List 30 seconds
Background Transparency B0 seconds
wr 120 seconds
101141 150 seconds
i ¥,



4.3.13

User can change the background of the topology map by import any desired image
file from other resource. Click on the Import Background Image button, or select

File > Import Background from the map container’s menu bar. A file chooser window

Import Background Image

would appear, to prompt user for the image file that wished to import.

—

Import Background Image

Look in:

Y
My Recent
Docurments

iy Documernts

L

Wty Computer

|[h imane BI .II: ,5'||E
IE]irmauge.&
@]new_map
File narne:

Files of type: |,u,|| Images

EI Cancel |

After select a image file (.jpg, .gif, .png ..etc),

will be loaded into the topology map.

4.3.14 Map Print
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test

File  Setkings

Save Map

Import Background

Save Map as ..

Map

Prinkt Map

Close

click the Open button. The new image




The NMS also provide the printing feature, where user is able to print the whole map
by just select the File > Print Map option from the Map Container menu bar. Then it
will redirect the map to the printer connected to the terminal where you run the

NMS.

4.3.15 Map Zoom

As a graphical solution for a network system, the EnGenius Mesh Network
Management Tools provides the zooming feature for the user to manage the
topology map more efficiency. Three options are available: Zoom In, Zoom out and

Zoom Fit.

The Zoom In and Zoom Out feature enable user to enlarge and minimize, respectively,
at the scale of 25%. Whereas the Zoom Fit feature will resize the topology map to the
most suitable size to fit in the screen. The following figures illustrate the effect of the

zoom features.
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4.3.16 Node Label

When a topology is plotted on the NMS map, user might wish to display the nodes
label with something else instead of the IP Address (or MAC Address for Layer-2
map). In order to change the label view of the topology, select Map > AP Label from

the topology map menu bar. Two options are available: IP Address and Name.

ettings  Map

[ Start Scan t t A rag O

'n I sy ! Scan-IP:

Skop Scan
Zoom In
Zoam Suk
Zoam Fit

Lock AP

8P Label  »  #IP Address
Mame

1011

/] @

10.16.5.1 ARD1

/] @

11111 Undefined

10214 APOZ

By default, when a new node is found and added into the map, its initial name is
“Undefined”. Therefore, if user is wish to update the name of the specific node,

right-click on the node, and select Change Display Name from the popup menu.

Show Properties
AP Configurator
Web-Bazed Config

Change v2c Community
Change v3 Passwords

Change Display Hame

Delete from Map



Following the step, a dialog box would popup to prompt user to enter the desired

name for the specific node. Click Update Display Name button to complete the step.

¢ AP DMsplay Hame

w

Flease enter the new display name for AP 1021 .206.1.

POt

Update Display Mame ] [ Cancel

4.3.17 Customize Map

This feature provides user the flexibility to change the look and feel of the topology

map, by replacing the existing AP unit icon and the links between AP in the map.

User can import their custom-made icon, or adjust the color to fit their visual

requirement.

The customization can be divided to three parts, the Node, Link (Radio 1) and Link

(Radio 2). The method is straight forward. Select Settings > Customized Map from

the NMS menu bar, to invoke the Map Customization Tool window, as illustrated.

-

Map Customization Tool

'\.

ltern to custamize:
%) Mode () Link

Node Icon

Select Operating Mode: |Gateway

on

(Accessibfel  (fhaccessibie)

() Come

Node Indication

Show Label ?
Label Foreground HHH . XXX . XHE . XX B
Use Default

Save & Apply Changes ] [ Cloze ]
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Map Customization Tool

ltern to custamize:
O Node (& Link
Solid Link Weak Link
Calar X E] Calar X E]
Thickness 20 Thickness 16
Dashing Pattern Dashing Pattern
Lire 1 200 Lire 1 200
Space 1 0.0 Space 1 5.0
Lire 2 00 Lire 2 100
Space 2 0.0 Space 2 5.0
Update Update
~ |
Preview: / P i e ”
~
Use Defautt
[ Save & Apply Changes ] [ Close ]

At the Node part, user may select the icon that need to be updated from the drop
down list. The item in the list includes every operating mode that recognized by the
NMS. After that, fill in the path of the new image at the src column (or click the “...”
button to choose from the file chooser window). Hit the Update button to update
the new image icon. Besides, user can also decide whether to show the indication of
the AP-unit, which could be IP Address or MAC Address, by using the available
checkbox; and alter the foreground color of the IP Address using the “...” button to
select a desired color from the popup window. Hit the Save & Apply Changes button

to commit the changes. The Use Default button enables the user to restore the

default settings of the AP unit look and feel.

Meanwhile, in order to change the style of the link, switch the Map Customization
Tool to the Link page. User can change the color by hitting the “...” button to select a
desired color from the popup window. Then key in the thickness of the link and its
dashing pattern. The dashing pattern defines the way the dashed link look like. The

following table explains how to use the dashing pattern. After fill in the data, user



may click the Update button to update the image at the preview. Once confirm the

changes, select the Save & Apply Changes button to commit the change.

Pattern

(linel, spacel, line2, space2)

Preview

20,0,0,0

20, 10, 20, 10

5,10,5,10

20,3,10,3

20,10, 30, 5 —_— —_— —

Here is an example to show the effect of the map customization.

a) The original map

@

1022897 1

A

101812341

b) Select Map Customization Tool and change the gateway & relay icon

Node Icon
Select Operating Mode: |Relay 4]

e

(Accessible)  (fnaccessibie)

() (e ]

c) Switch to Link page and edit the attributes

sre: imgtelay _hok.gif
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d) The customized map will look like this now.
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Note that, the changes of the AP unit node and

opened on the NMS.

4.3.18 Background Image Transparency

This is a special tool used to adjust the opacity of the background image of the
topology map. Select Settings > Background Transparency from the map container

menu bar to allow users to alter the transparency of the background to a level that

the APs and links are clear to view.

View the following figures to see the effect of the transparency tool.
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The tool will be closed automatically when it loses focus (mouse click anywhere out

from the tool).

4.3.19 Block List

The Block List offers the NMS users a filtering tool in the topology map. User can
define the IP Address to block, once the AP is blocked, it will be removed from the

topology map, and will not be added to the map even if it is detected by the NMS.

To move an IP to the block list, click the Block List button on the toolbar, or select
Settings > Block List from the menu bar. A window will emerge, as shown by the
figure above. Then user can choose the node to block from the Available Nodes
column. Select the IP, and hit the Add button. The IP will be move over to the Nodes

to Block column. On the other hand, if user wishes to undo the step, use the Remove

~H
Tranparency
L i i 100%
SN IGE L) : '
b il (= e D
iyt . |
0%
Raseach (¥
> ||
A. LI
—| Tranparency
100%
L.d
1 0%
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button to move the IP back to the available list.



The Add All and Remove All button perform the same operation by moving every IPs
in the list. Finally, hit the OK button to commit the change. (Note: asterisk in the list

shows the IP is a gateway node).

The blocked IP Address will be saved into the map setting file when the user saves
the topology map. Hence the IP will still be blocked when the current map profile

reload in the future.

[ T

Block List

Flease select nodes to block:

Aowrailable Modes: Modes to Block:
10111 [ add== | 104631
MO1ES1 [

02141

1921681 164

Scldd Al == ]

[ == Remave Al ]

[ Ok H Cancel ]

4.3.20 Lock / Unlock

This feature is intended to prevent the user from dragging the node away from its
current position accidentally. User can select Map > Lock AP from the menu bar or

use the Lock AP button on the toolbar to lock up the nodes on the map.

Map Map
StartScan e i | StartScan  f Bo# F =
n o, (1] |=ce AL § Sce
Stop Scan ] L L Stop Scan ; e
Zoom In Zoom In
Zoorn 2k Zoorn Sk
Toorm Fit o Foom Fit ¢
Lack AP @Ef Unlock &P — O “"
P P

Conversely, click the Map > Unlock AP or Unlock AP button on the toolbar to release

the lock. Hence, once user has complete positions the nodes, turn on the lock.



4.3.21 Node details

The table next to the map container is the node details table. The table displays the
properties of the selected Mesh AP unit. In order to load the data, user can
double-click on an active unit (gateway or relay or client-relay), or right click then

choose the Show Properties item from the popup menu.

. Hode Details
:(‘-. Show Properties ee
= IP Address 1921658175 -
82 web-Based Config Mace Access Paint
] System Mame Access Point
Change v2c Community Ohbiject D izoorg.dod.internet private.ent. .
Change vi Passwords Descrigtion Wireless Access Point
Change Display Hame Location Support
Contact Fualalumpr
Delete from Map Ugtitne O hours, 4 minutes, 4 seconds. |

The node details table displays the following items:
1. IP Address
2. Operation Mode
3. System Name
4. Object ID

5. Description

6. Location
7. Contact
8. Uptime

The lower part of the table is a dynamic table, which would displays parameters
based on the selected node’s operation mode. The following figures show the

parameters that displayed by each mode:



Profile 1 HCONMYPAAESS Enable

Profile 2 EEES=hared KeyMEP! Enable
Profile 3 E% iOpen Systemit™o Encrypti. .
Profile 4 EEE/Open Systemitlo Encryptio...

Wirelezs MAC 0002 BF 5722005
Wireless Mode S02. 11k (2GHZM 1 Mbps)

Channel 2 462GHz (channel 117
T¥ Power 20 dBm (Access Point mode)
SEID EnGenius

Wireless MAC 0002 6F 5T 22:C5
Connection Status |Aszocisted
Wirelezs Mode 02 11k (2GHZM 1 Mbps)

Channel 2432 MHz(Channel 27

Security WP A PR -THIP

Tx Data Rate Bit Rate=1

X Power 20 dBm (Client Bridge mode)
SsiD EnGenius

Wirelezs MAC 00:0ZBF. 5722025
Connection Statuz |Azzociated
Wireless Mode 80211k (2GHZM 1 Mbps)

Channel 2 462 MHz{Channel 117

Security WPAPSH-TKIP

Tx Data Rate Bit Rate=1

T Povwver 20 dBm

Connection Type  |Static IP

AR P noon

WA Subnet noono

lriiztizcis Down (Client Router mode)
Profile Mesh EngeniusheshiOpen-System
Profile AP EngeniuzAP WP A-AESEnRakle
Profile AP EngeniuzAP2AWEP-Shared/Ena. ..
hesh Mode Felay

Wireless MAC 00:026F 5722 C5
Wireless Mode 80211k (2GHZM 1 Mbps)
Channel 2 4B2GHz (channel 117

T Powver 20 dEm (Mesh mode)

As mentioned previously, the NMS use the SNMP method to read the data. Hence if
the data is failed to load, you may check the SNMP Community or Passwords. The
two small circles on the top of the table indicate the status of the table. If the green
circle is light up, it shows the table is loaded completely; if the orange circle is light
up, it means the table is loading the data, else if the circle to turn to red color, it

indicates that the data loading is failed.
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On the other hand, the bar chart at the bottom of the table displaying the signal
strength (in RSSI) between the selected AP and all its neighbour nodes. The scale of
the chart can be enlarged by dragging the desired range of x-axis. Drag backward to

reset the chart.
4.3.22 Client Properties

The client properties panel is located at the other side of the map container. In order
to initiate the NMS to download the client details, hit on the Start button at the
bottom of the panel. In case if there is more than one map is running, a menu
would popup to prompt user to select which map to be targeted. Once selected, the
scanning will be started instantly. (Please note that this feature is not applicable to EZ

Map type)

Target Map: | -

p !E]

hap_A
hap_H

The automatic refresh feature of the client properties panel enable the admin uses
the live information regarding the clients associated to the Mesh AP unit discovered
by the NMS. The panel will be refreshed once per minute. On the other hand, if user
wishes to refresh the panel manually, simply click the Refresh button at the bottom
of the panel. While the downloading is in progress, the buttons will be replaced by a

progress bar, showing the status of the process. The NMS will download the



information from every single node in the target map discovered. To stop the scan,
simply hit on the Stop button. The Target Map column displays the name of the map

where the client panel is scanning.

The panel is divided into two portions, the Client Properties and Client Signal
Strength. The Client Properties portion display the details regarding the client, for
instance the MAC Address, channel number, link speed and the idle time. In the
case if there is no client associated to the AP, a message “No Client Found” will be

displayed instead.

: : Client Signal Strength ¥ |
Client Properties %
10111 10111
- Mo Cliert Found - - Mo Client found -
192.168.1.169 192.168.1.169
= helloAp heiiod P
= ':":':E.':';Ecer; b':':“alﬂfa 00:60:3e:b0:42:2f I 54 resi
annel:
P Speed: 590 kbps helioMesh
B dle Time: 120 = 00:6D:3e:10:21: b0 Y g resi
00:60:3e:cd:a7:12 D 0 rssi
+ hellabesh

On the other hand, the Client Signal Strength panel displays the signal strength of the
clients associated to the AP, in the unit of rssi. Similarly, if there is no client associated

to the AP, a message “No Client Found” will be shown.



4.3.23 EZ Map Settings

File  Settings  Map

CrEZEE e

1921681146 is dawn D>

The EZ Map broadcasts the SNMP packet over the network to locate the activated
SNMP device. The devices that has been discovered, will report themselves at the

NMS recursively.

By default, the broadcast packet use SNMP version 2c community ‘public’. That says,
any device that has SNMP enabled and the same community with the NMS will be
able to be located by the NMS. The settings that affecting the discovery process
includes broadcast IP, SNMP Community, and broadcast port, and they can be

configured via the menu bar Settings option, as shown below:

Map

¥ Dizplay Mode Route E
SMMP Cormmmunity
Broadcast Port
MM Port

Scan Inkerval k

Block, List

Background Transparency




Broadcast IP
By default, the broadcast IP used is 255.255.255.255. If user would like to filter out
certain subnet from the NMS, they can change the IP Address thru Settings >
Broadcast IP.

W = |

Broadcast IP Address

FPlease enter the Broadeast P Address.

255.255.255.255

[ Update ][ Cancel ]

Enter the desired broadcast IP Address in the column provided, and click the Update
button. Now as the new setting has been saved, user will be required to restart the

scan in order for the new settings to be loaded.

SNMP Community

The EZ Map broadcast the SNMP version 2c packet in order to discover the network.
Corresponding to SNMP version 2c, a read-only community key word is required. By
default, the community used is ‘public’. Any device that has a different community
than this SNMP Community will not be discovered at the EZ Map. In order to change
the community, select Settings > SNMP Community at the menu bar.

-

Broadcast SHMP Community

FPlease enter the SMMP Broadcoast Cammunity.

[ Update H Cancel ]

Enter the new read-only SNMP community to the provided column, and click the
Update button to save the new setting. Now as the new setting has been saved, user

will be required to restart the scan in order for the new settings to be loaded.

Broadcast Port




The broadcast port is the port number of the socket that used to broadcast the
SNMP packet. By default, the port that used for SNMP is 161. If user would like to

change the port number, select Settings > Broadcast Port from the menu bar.

Port Humber
Flease enter the Socket Fort Mumber (1 - G5534).

61|

[ Ok H Cancel ]

Enter the new port number (in the range of 1 to 65535), and click the OK button.
Now as the new setting has been saved, user will be required to restart the scan in
order for the new settings to be loaded. Please note that if the port has been used,

the EZ Map will not be able to start up the scan.

NMS Port

At the EZ Map, the node discovered through the scan process has limited
information. However, if the node has the EnGenius mesh module installed within,
the NMS is able to grab more details, such as the operation mode and neighbour list
from the node. By setting the NMS Address configuration at the web-based
configuration page (more), the nodes now are able to report their information back
to the EZ Map using the similar method as the Layer-2 Map.

In order to change the NMS Port number, select Settings > NMS Port from the menu
bar. Enter the new NMS port number (in the range of 1 to 65535, default is 8188),

and hit the OK button.

[ = =y

MMS Port Humber

FPlease enter the MMS Fort Mumber (1 - B55345).
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[ (], ][ Cancel




Show Senao Only*

(Feature has been replaced)

Scan Option

User can configure the scan option in order to achieve discovery optimization based

on their needs.

Since the EZ Map is able to scan every SNMP-enabled device at the same network, it
is possible that the map is able to detect other devices that are not recognized (eg:
network printer, etc). In order to filter those unknown device from the NMS, enable
the Settings > Scan Option > Show Senao Only option from menu bar, will

automatically filter the nodes that are not belongs to Senao Network.

File @ Settings Map

" Display Mode Route Ry T |:E IIJL
| Broadcast IP ._L__J Wi == =
SMMP Community
Broadcast Port
MM Park

Scan Inkeryval b

Block, Lisk

Background Transparency |
Scan Spkion F v Showe Senao Only
Include Dizcovery Tool Method

On the other hand, there is another selection at the Scan Option portion — Include
Discovery Tool Method. This method duplicates the node-scanning technique that is
used by the Discovery Tool. This feature is useful to discover the pre-set APs, which
does not have SNMP setup yet, or APs that are using different password. Please note

that enabling this mode will automatically disable the Show Senao Only option.



4.3.24 Show Live Stat (EZ Map)

Since some of the nodes discovered by the EZ Map do not have EnGenius mesh
module installed, they are not able to view through the Live Stat window at the main
window. Therefore, EZ Map provides user a customized live stat window in order for

the user to monitor the statistic of the nodes.

File Settings Map

PE D EEELR ik
|

Select the Show Live Stat button, a window would popup, and required user to

select the IP Address of the node that available in the map.

Select IP Address

FPlease selectthe IP Address of the node.

f

192.168.1.250 v

[ O ]| Cancel |

Select the desired IP Address from the drop down list, and hit the OK button. Then
the EZ Map live stat window would appear. The information will be automatically

updated every 30 seconds.
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The window would display the throughput of the node in the graph and table. User is

able to filter the interface to be displayed at the graph by clicking the checkbox at

the table.

4.3.25 Get/Set using MIB Reader
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This section describes briefly about the usage of the MIB Reader of the EnGenius
Mesh Network Management Tools. As illustrated, the center frame of the MIB Reader
consists of three parts, SNMP keywords, description area and output area. The SNMP
keywords portion is the area where user fills in the necessary parameter that need to
perform any SNMP action. For instance, if the SNMP version to use is version 1 or 2c,
then the Community is the required field; else if version 3 is selected, then user need
to fill in the username, authentication password, and privacy password fields. The

Input Value field is used when user wish to execute the SNMP Set command.

SMMP Wersion| Wersion 1 or 20 w

IF Address  192,165.1.169 Username SMMPFALSES
Community tEEEEE Authentication Password | ## %% v %+ %
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Qutput:
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macaccessTableMac macaccessTableComment | macaccessTablefckive macaccessTableRowsta, .,
0011 22 33 44 ef nocmd enablel1) ackivell)
00 15 52 25 6 a2 newenkry enablel1) ackivel1)

The Description area displays the description of the selected MIB tree node; whereas

the Output area prints out the output of the SNMP action.

4.3.26 Load/Unload MIB

The MIB Reader of the NMS includes the feature to load and unload the MIB file from
other resource. Therefore, instead of the customized MIB, user can load other
standard MIB into the MIB Reader as well to read the parameter of the managed

device.



R L

| MIB Reader

Load Unload

SMP ersion Yersion 1 or 2o

= &3 nadeConfigurationipsec
b ipsecactive Load MIB File...
@ ipsecType _ — —
@ ipsecLocalld Loak in: @ miky .v.
| B ipsecRemateld -
@ ipsecRamatalp -1 rfj DORADOMET-MESH-MIG
¥ ipsecRemateSubnet b‘-ﬁ El rrc1213-mB
b ipsecRemoteMetrm as My Recent
@ ipsecLocalCentpass Documents
& ipsecLocalRsa ==
| @ ipsecRemateRsa :
& ipsecPsk Desktop
|2 3 nodeConfigurationL2tpe
1 @ 1 2tpchctive ;
& 12tpelng ~)
¥ 12tpcUsemname My Documerits
& 12tpcSecret —1 '
'] File narme: Cpen
24 nodeCommand :,JE
= agdeCommandRebom My Computer | Files of type: () Files (o]
A8F rebootTime —
= 4 nodeCommandReset =]
@ resefToDefault |~
< 3
Global Wiew [F

Map | pig | Alarm

In order to load a MIB, click on the Load button on the top of the MIB tree. A file

chooser window would popup, to prompt user to enter the desired MIB file. Click

Open to load the file.

On the other hand, the Unload button next to the Load button would unload the

existing MIB in the tree. Select the unwanted MIB, click on the Unload button. A

confirmation dialog box would turn up, to get confirmation from the user to remove

the selected MIB. Click the Yes button to proceed.

Linload MIB?

-,

O

Are you sure vou want to unload
RFC1213-MIEB?

Yes

4.3.27 Alarm Table

The Alarm Table of the EnGenius Mesh Network Management Tools enable user to

check on the traps and notifications caught by the trap receiver. The entries are

read-only, and shall be deleted once they were resolved or reviewed.



In order to start listen to the traps, hit the Start button at the toolbar or select
Settings > Start Trap from the menu bar. Select the Stop button, or Settings > Stop
Trap to stop the trap listener. User can change the SNMP Trap community or
passwords at the available columns and hit the Set button. The checkboxes at the
bottom of the settings section are the table filtering options. Clear the selection of
the checkbox to hide the relative entry in the trap table. Each level of severity is

represented by a different color.

Select any entry from the alarm table, its description will be displayed at the Trap
Description area at the bottom of the table. If you wish to remove the selected entry,

click on the Delete button.

: FTecEHBEHEN 44
:jzt-%:ll:! 'ﬁ‘ !' il
Trap Viewer | Delete |[ Selestall || Deselestan |
SHMP Settings v index Source P Description Severity Time Starmg
Port 62 1 192168.1.129 userTrapsUserLogin Infarmative ied Jan 16 17:51:42 SGT
versi 5 = 2 192168.1.129 systemTrapsSystemReboot Major Wied Jan 16 17:52:10 SGT
ersen < 3 192.158.1.129 systemTrapsSystemfichoct |Major Vied Jan 16 17:52.20 56T
Cammnity rrRnne 4 1921681128 userTrapsliserLogin Informative Ve Jan 16 17:52.26 56T
User hame Ay 3rwLser & Local Host adminNMSNadeDawn Major Wied Jan 16 17:53:56 SGT
Buth Password  [FRsaraasaaaaas
Priv Password  |FRETERTTTEEEEELS
Status:[Listening vo traps... Log to File
View (Severil v
(_ N ity) Trap Description
Critical
Name: userTrapsUserLogin e
SHMP Version : 2c
Remote Host: 192.168.1.129
Remote Port: 32749
Community: public
Alarm Level - RequestID: 353595099
- M pr—— Fetries: O
@k iy & larm Bee
Bl Critical ? Timeout: 0
riical
Error Status: No Error
Trap Descriprion: This traps iz generated vhen a user
login to the network.
L L Trap Severity Lewel: Informatiwe.
Off / Mute SNMP PDU Variabhle Bindings:
Object ID: .1.3.6.1.2.1.1.3.0
FLEDATILE TimeTicks: 1 hours, 8 minutes, 51 seconds.
Add Now Object ID: .1.3.6.1.6.3.1.1.4.1.0
Object ID: .1.3.6.1.4.1.5205.1.1.2.3.1
Map | MIB | Alarm Object ID: .1.3.6.1.4.1.5205.1.1.2.1.1.0 ~

The Alarm Level area is to enable the user to determine the level of the warning
message popup and the alarm beep sound. User may drag the slider to alter the level.
For instance, drag the slider of the warning message to Minor, the warning message

would not popup if the level of the alarm received is Warning or Informational. The



following figures illustrate the example of Warning Message, which will be displayed

at the left bottom corner of the screen when the trap is received.

A New Trap Caught !

WARNING

Description: systermTrapsSysternReboot

Time Stamp:Sun Feh 11 15:48:45 SGT

4.3.28 Add Trap Agent

This feature is a wizard window, intended to assist the user to set one, or more than
one node to be the trap agent of the host system at the NMS, simultaneously.

Hit the Add Now button at the trap viewer mode, to invoke the wizard. At the first
page of the wizard, user will be prompt to enter the IP Address of the desired nodes,
to be set as alarm agent. User can enter the IP Address manually, or select from the

drop down list provided. Click Next to proceed.

-

¢ Set Trap Agents

Please select the available nodes to configure:

Available Maps |testing bl

Mwailable Nodes |1|:|.1 'R v/ | addtoList

MNodes to he C-:lnrjl:_1u'1 a4
10.16.5.1 19216581 169

10.16.5.1
10211
10.33.33.1

Then, enter the required SNMP keywords, such as version and community. Click Set

to proceed or Back to back to the first step.



¢ Set Trap Agents

Please enter the SHMP Passwaord of the agent

SNMP Version |3 v
Community |
Llzer Mame IsnmpVSrwuser

Auth Passwaord |1HHHHHHHHHHHH?

Priv Password |1HHHHHHHHHHHHHHH?|

| <cpack || set |

Once the configuration is done, click Proceed button to proceed to reboot page, or
Back to the previous page.

¢ Set Trap Agents

Status

A 04854
046161

[ == Back H Proceed ]

If Proceed is pressed, the following page will be displayed. User may select the IP
Address of the node configured just now to be rebooted. In case if user is wished to
reboot the device manually afterwards, click Reboot Later. On the other hand, hit

the Reboot now & Close button to start reboot the devices.



¢ Set Trap Agents

Reboot

Reminder: User Is requived to rebaat the AP in order to activate the new
seftings

Pleaze select nodes to be rebocted.

[ Reboot nowe & Close ] [ Reboot Later ]

Once the AP unit is rebooted completely, it will contain the information of the Alarm
Host System in the NMS. Hence, it will redirect the alarm message and notification to

the NMS when there is any.

4.3.29 View Log Files

There is a feature in the NMS allow the user to back-track the log files of the system.
Select View > View Log Files from the NMS menu bar to invoke a new dialog box, as

shown at the following figures.

View Log Files
YWiew Type |5‘tatus Log il
File Mame |ro_,l'ecﬂ?’ofas' Mesh MU\ Status Logh200700/02_test site_logtd|

Log

10042:34 Jul 0207 -10481231 is dowwnl ad

10042:34 Jul 0207 - 102287 1 is down!

10:42:50 Jul 0207 - Scan Stopped!

1004348 Jul 0207 - Scah Started with 100181231

1004356 Jul 0207 - Scan-IP &ddress changes.

1004356 Jul 0207 - Scan Stopped!

1004359 Jul 0207 - Scan Started with 19216811396

10:44:00 Jul 02'07 - Mevwy Mode Found: 1001512351

10044:00 Jul 0207 - Meswy Mocde Found: 1002297 1

1004410 Jul 0207 - Zcan-IP Address changes.

10:44:10 Jul 0207 - Scan Stopped!

10044:23 Jul 0207 - Scan Started with 10.15.123.2

10:44:53 Jul 0207 - Scan IP timeout!

10044:53 Jul 0207 -10481231 is dowwnl

10044:53 Jul 0207 - 102287 1 is down!

10:45:04 Jul 0207 - Scan Stopped!

104515 Jul 0207 - Scan Started with 1921681196

1004316 Jul 0207 - Mewwy Mode Found: 100151231

104516 Jul 0207 - Mewwy Mode Found: 10022 97 1

1004526 Jul 0207 - Scan-P Community (v2c) changed. ™




Then user can select the type of log to view, including Status Log and Alarm Log. Key
in the desired file name, or hit the button next to the column to select the file, and

select the Reload button to load the content of the file.

i =y

View Log Files

View Type |Alarm Log [

File Mame b\newprojecﬂ Total Mesh NMSA farm Logh200700n15 alarmibd| ..
Log
PRI TR LN G 1 SO
1921651 161 acdiin TrapsAdminCont Informative  Fri Jun 151720
1921651 161 acdiin TrapsAdminCont Informative  FriJun 151721
1921681 161 adminTrapzAdminCont Informative Fridun 151724
1921681 161 zystemTrapsSystemStatus Minor Fridun 151721
Local Host admintMEModelown Major Fridun 151722
19216581 161 systemTrapsSystemStatus hdinor Fridun 151722
19216581 161 admin TrapsAdminCont Informative  FriJun 131722
19216581 161 admin TrapsAdminCont Informative  FriJun 131722
1921651 161 =yatemTrapsSystemStatus Mlinar Fridun 151722
Local Host actninMMSScanTimeout hefiror Fridun 15 17:23
Local Host adrminib ShlodeDovwn tdajar Fri Jun 151722
Local Host adininkMSModelon Ilzjor Fri Jun 15 17:22
1921681 161 zystemTrapsSystemStatus Minor Fri dun 151722
Local Host admintMEScanTimeout dinar Fridun 131724
19216581 161 admin TrapsAdminCont Informative  FriJun 1351724
19216581 161 admin TrapsAdminCont Informative  FriJun 1351724
19216581 161 admin TrapsAdminCont Informative  FriJun 1351724
19216581 161 addiin TrapsAdminCont Informative  FriJun 15 17:2¢
1921651 161 acdiin TrapsAdminComnt Informative  Fri Jun 1517 2€% |

4.3.30 Show Route

When user moves the mouse over the plotted AP unit on the topology map, a small
blue dialog would appear on the screen, displaying the routes of the selected unit.
The route describes how the AP link to the other nodes in the same mesh network,

as illustrated by the figure below.



The figure above shows the node 10.28.43.1 is currently connected directly (in blue

font) to 10.30.45.1, 10.22.157.1, and 10.19.49.1.

v 10.28.194.1 (Relay - On)

Whereas the figure above illustrates how the routes are displayed when nodes are
not directly connected. From the example, node 10.29.194.1 and 10.22.202.1 are not
directly connected. Instead, the connection between them is established via node

10.27.192.1 (red color font), according to the route box.

If user would like to disable this feature, please select Settings > Display Node Route

from the map container menu bar.



File = Settings Map
" Display Mode Rouke ® T

]
Scan-IP L

4.3.31 Create VPN Connection (Layer-3 Map)

If user would like to scan a network through the backbone line (WAN), a VPN
Connection is required in order to create the communication link between the NMS

and the Mesh APs discovered through a VPN Server.

To create a new VPN Connection, use the New Connection wizard of Windows. In
order to start-up the wizard, open the Network Connections Page (Start Menu >
Control Panel > Network Connections), then select New Connection Wizard. When
the wizard turn up, follow the following steps to do the set up: (*refer to the
following screen shots)

= Introduction — Welcome page of the wizard

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you;
* Connect ta the Internet.

* Connect ta a private netwark, such as pour work place
network.

* Setup ahome o zmall office network,

To contitiue, click Mext.

I Mext » l[ Cancel l

= Network Connection Type — Select Connect to the network at my workplace

and click Next button



T

Mew Connection Wizard
Metwork Connection Type
w'hat do wou want bo do?

() Connect to the Internet
Connect ta the Internet so vou can browse the 'web and read email.

(*) Connect to the network at my workplace

Connect to a businezs netwark [uzsing dial-up or ¥PR] 20 vou can wark, from home,
a field office, or another location.

() Set up a home or small office network
Connect ta an exristing home or small office netwaork. or zet up a new one.

() Set up an advanced connection

Connect directly to another computer using your sernial, parallel, or infrared port, or
zet up thiz computer 2o that other computers can connect to i,

[ < Back ” Mext > ][ Cancel ]

= Network Connection — Select Virtual Private Network and click the Next

button

Hew Connection Wizard

Metwork Connection
Howa do pou want to connect bo the netvork, at pour work place?

Create the following connection;

() Dial-up connection

Connect uzing a modem and a regular phone line or an Integrated Services Digital
Metwark ISOM] phore line.

(%) Wirtual Private Network connection

Caonnect ta the network using a wvirtual private network [YPR] connection over the
Intemet,

[ < Back ” Mext > ][ Cancel ]

=  Connection Name — Enter a desired Connection Name and hit the Next

button



Mew Connection Wizard

Connection Mame
Specify a name far this connection ba pour wark place.

Tupe a name for thig connection in the following bos,

Cormpany M ame

anonymaos]

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ < Back “ Mext » ][ Cancel l

=  Public Network — Select Do not dial initial connection and press Next button

¥

Hew Connection Wizard

Public Network
wiindows can make sure the public network, is connectad first.

Windowes can automatically dial the initial connection to the Intermet or other public
netwark,, before establizhing the wvirtual connection.

(#) Do not dial the initial connection,

(") Automatically dial this initial connection:

[ < Back ” MNext > ][ Cancel ]

= VPN Server Selection — Enter the host name or the IP Address of the VPN

Server that you wish to connect, and click the Next button



Mew Connection Wizard
YPN Server Selection
What iz the name or addiess of the VPN server?

Type the haost name aor Internet Protocal [IP] address of the computer ta which vou are
connecting.
Host name or IF address [for example, microgoft.com or 157.54.0.1 )

|2uz.1 5613

[ < Back ][ Mext > ]l Cancel l

= Complete — Click Finish to complete the set up
After the shortcut is created, user is required to go to the Properties page, by

right-click on the shortcut icon, and then choose from the popup menu. Alternatively,

it can be opened from the Connect page, as shown:

Connect anonymous \m

Uszer name: | lagin |

Passwurd: |."'-"'."'| |

[ ] Save this user name and passward far the following users:

ke only

Arnpone who uges this compriker

i e
unnnect ][ Eancel(][ Froperties ] elp
M

At the Connection Properties window, perform the following steps:

= Select the Networking Tab at the top of the page



Select the Internet Protocol (TCP/IP) from the available list

Hit the Properties button to configure the item’s properties

At the TCP/IP Properties window, select the Advanced.. button, another
window (Advanced TCP/IP Settings) would appear.

At this window, make sure the Use default gateway on remote network option

is checked and click the OK button.

anonymous Properties
General | Options | Seculfy | Metworking | Advlnced

Type of WPH:

PPTP vPH v

Settings

Thiz connection uzes the following items:

—

.@ File and Printer Sharing for Microsoft Wetworks i |

IE! Client for Microsaft Mebworks ]

[ Ihztall... [ Properties ]
Description

Tranzmizzion Control Protocol/ntermet Protocol. The default
wide area nebwark, protocal that provides commurication
acrozz diverze interconnected netwarks.

(] l [ Cancel




| General |

You can get IP zettings azzigned automatically if your network
supports thiz capability. Othenvize, pou need to ask your network,
adminiztratar for the appropriate |P settings.

(%) Obtain an IP address automatically

(0 Use the fallowing IP address:

(%) Obtain DNS server addiess automatically /

() Use the fallowing DMS server addresses:
Advanced. .,

0K, | | Caricel

4.3.32 Configure Mesh Aps

i - —
Advanced TCP/IP Settings

General | ONS. | WwINS

Thiz checkbox only applies when you are connected to a local
network and a dial-up network zimultaneouzly. When checked, data
that cannot be zent on the local network, iz fonvarded to the dial-up
bk,

[ Use default gateway on remote netwark,

QK ] I Cancel

User is able to configure the Mesh AP unit remotely with the NMS thru Web-based

Configuration Page. In order to invoke the config page, right click on any of the active

Mesh AP unit on the topology map (gateway or relay). A popup menu would appear,

as shown:

e,

¢a

Ob:Bib Show Properties

Web-Based Config

Change v2¢ Community
Change v3 Passwords

Change Display Hame

Delete from Map

Select the Web-Based Config option. The following figure shows the screenshot of

the Web-based Configuration page.




4.3.33 Discovery Tool

The discovery tool is an advance feature added to the NMS. Its main function is used
to discover the recognized AP unit locating in the same subnet. Hit the Discover
button at the bottom to initiate the scan. The APs found throughout the process will

be displayed on the table.

User may click on the entry on the table to view the information regarding the AP,
such as system name, MAC address and so forth. Further more, the selected unit can
be configured by using the button at the top of the Discover button, to open the

Web-based configuration page.

4.3.34 View Interface and Client Live Statistic

This feature provides user a graphical and readable statistic table regarding the target
Mesh AP unit. The information that monitored by the live stat portion includes the

interfaces throughput, clients’ throughput, as well as the memory status.

In order to invoke the live stat window, switch the NMS to the Map Container view,
and then look for the Live Stat Settings portion at the left bottom corner. User may
enter the IP Address of the target node (or just click on the node on the map to load
the IP) to be monitored, and its corresponding SNMP Key. Hit the Start Live Stat

button to initiate the window.



test

test

Live Stat Settings
Mode IP 10181231

SMMPy 2o v
COmmLnify s
Foll Interyal 10 secohds

| stertlivestat |

Map | MIB | Alarm Eve

At the popup live stat window, click the Start Polling button at the top to start the live
stat. The window consists of two parts: the System Stat and the Client Stat. The
System Stat page displays the memory status of the system and the statistic of the
interfaces throughput. The table will be updated at a certain interval, which is set by

the Poll Interval field at the Live Stat Settings corner.

" Live Traffic Statistic [Node: 192.168.1.169]

End Palling

System Stat | Client Stat

Host Details

Systern Uptitne |7 oaws, 2 hours, 37 minutes, 33 secands.
Systern Date  |2007-2-12,11:44:36.0,+8:0

mMemoary Size 1033226 KBytes

Descripkion Allocation Unit Free Storage
Memory BuFfers 1024 495144
Real Memory 1024 62096
Swap Space 1024 3026352
! 4096 20244995
Isys 4096 0
Iprocfbusfush 4096 ul

Interfaces Statistic

Interface | In(bps) Ouk(bps) | Aveln... | AveCu... | AveErr... | AveErr...
etho 1589 1603 161 a3 ] o

Status[ l

The second page shows the throughput statistic of every client that associated to
target node. The results of the transmission and reception data packet rate are
displayed in the form of graph. The table at the bottom of the graphs tabulates the
client list with their respective MAC Address and online time. To stop the polling

process, click the End Polling button at the top.



‘® Live Traffic Statistic [Mode: 172.29.134.1]

End Polling
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Status -

(£

4.3.35 Logout Client

At the latest version of the NMS, the administrator is able to log out and block the
user from accessing the network, by using the Logout and Block user button at the

Live Stat Window



In order to remove the client, user must run the Live Stat Window. In the Client Stat
portion, the table at the bottom lists the client that has log on to the network. Select
the client (Mac Address) that to be removed, and hit the Logout and Block user

button.

) (=2 (0

1.0

A window would appear on the screen to prompt user for the SNMP version to use
and its corresponding community or passwords. Click the Block User button once
completed the step, and the selected client will be removed from the active client

table, and added into the MAC Access Table.

-

Logout Client

Flease sefect the SNIWP lrersion vou want to use

3 |
Wersion | 2o | #'j

-

Logout Client

Click “Biack User will log Wser 00 22 22 00 22 33 out
frarn the hetwork, in order to restore the Nser, please go
to the configuration page of the Mac Access to remove
the nser from list

Uzername uzername! 23
Passwnrd EEE L4444

Passphrase EEF i L L L

{ Back 3 { Elock Uszer 3




4.3.36 Performance Analysis

Since version 2.3, the feature of generate a performance summary of the network
have been added into the NMS. The network analysis is generated automatically
once a topology map (SNMP or Layer-2) is initiated. The reading will be refreshed at

a certain interval.

In order to open the analysis report of the running topology map, select File >
Performance Analysis from the map menu bar. The figure below illustrates the

performance analysis:

M

Map: [L21tes2 | Date: 20070ct29 L]
Node List ]
Systern Address 00:02:67:49:45:3d
Systern Uptime 0000 days, 00 hours, 49 minutes, 12 seconds.
Swstern Free Memory 59%
Neighbour Node Client
0 L ST RREETe
40
2w 2
. o
10
o= ]
00:00 0200 0400 0600 08:00 10:00 1200 1400 1200 12:30 1300 1330 1400 1430 1500 15:30
Time Time
— 00:02:61:49:45:43 — 00:13:02:b0:4a:8f
DataIn Data Out
2,500 1 ; ' ; 2,500 1 i
W 2,000 W 2,000
(=9 (=1
£ 1500 = 4500
pu =
= 1000 = o004
SO (e 500
0 o : -
12:00 13:00 14:00 15:00 12:00 13.00 1400 15:00
Time Time
— ixp0 — ath0 — ath1 vlan0 — p0 —ath0 — athi vlan0

Node Status

00:00 01:00 02:00 03:00 04.:00 05:00 0&:00 O7:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
Time

W Online W Offline

[ Settings H Generate ]




On the other hand, if user wishes to view the reports saved previously, select
Advanced > Performance Analysis from the NMS menu bar. Hit the “...” button on
the top to explore the desired file from the statistic directory. Choose the desired
statistic file, and hit the Generate button to update the window.

=

hap: Date:
¢ Load Statistic File

[

Mode List:

Look in: () Statistic vl T

y ] 2007H0v05 1L 2testt
6 4] 2007Hov05_[L2Resting
My Recent | |[14] 2007Mav0B_[L 2fest
Documents | 1114) 2007Mev05_test2

,*%_ [19] 2007Mav07_JL2pest2

[4) 20070ct29_1L 2pesz
Deskop [4) 200700t31_[L23help

oy Documerts
e
54

My Computer

,_g File name: Open
My Metwark

Places Filez oftype:  |statistic Files (*.stat) w

[ Settings ][ Generate ]

The following information that capture by the report:
1. Neighbour nodes signal strength
2. Client signal strength
3. Data throughput (In & Out)
4. Node Status
5. Memory Status and Uptime

Use the drop down list on the top to view the analysis of another node.

The Settings button of the performance analysis enable user to edit the view of the
graphs in the window. User can decide to hide or show the information, and use the

filter list to filter the unwanted data.



For instance, given the Data In graph of node 00:0b:6b:09:be:3b,

Data In
1,250
@ 1000
-—
& TED
=2
= 500
a 250
]
10:00 11:00 12:00 13:00 1400 15:00
Time

|—ixp1 — athi ath vlantl|

In order to remove the athl line from the graph, open the setting window. At the
filter portion, choose the node name (00:0b:6b:09:be:3b in this case) from the drop
down list. Next, select the graph to filter, which is Data In. Then, key in the item to
be filtered, which is “ath1”, in the Item field. Once completed, click the Add button,

and press OK to load the settings.

o Settings

View Graph

[ 1 Meighbour Modes Signal Strength
[] Clients Signal Strength

Diata In
Drata Out

Filter

Mode List  |00:0k:6h:09be: 30 v

Graph Type |Data In Rl

ltern ath Al
Filter List

000k Bk 09: be: Sh -= Data In -= athil

Remove

[ Ok ][ Cancel ]




The line of “ath1” has been hidden and the graph would look like this now:

Data In
250
w200
o
= 1560
=
o 100
=
o S0
U 2
10:00 11:00 12:00 13:00 14:00 15:00
Time
|—ix|:|1 — ath0 vlan0

4.3.37 Setting NMS Addresses

In order for the Layer-2 map type to receive notification packet from the node, user
is require to configure the NMS Addresses table at the configuration page. This table
defines the destination of the notification. By adding a new entry, with the IP
Address and port number of the NMS, into the table, the AP would redirect a
notification to the specific NMS, in the defined interval. This table applies to every

operating mode of the AP.

In order to access to the NMS Addresses page, firstly, user would need to open the
Web-based configuration page. A method to run the page would be right-click the

nodes on the map, and select the Web-Based Config option from the menu.

~  Show Properties

& Web-Based Config

Change vZ¢ Community
4{ Change v3i Passwords

Change Display Hame

e

Delete from Map

Then your web-browser will be redirected to the configuration page of the selected
node. Enter the admin username and password, and then choose Management >

NMS Addresses from the menu.



B Management
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And the NMS Addresses page will be loaded into the browser.

NMS Addresses

Back to top | Helpy

NMS Address List
Address Port Interval Comments Active Configuration
192.168.1.103[8188 60 | |Enablec| [(odiy ]| [ Remove ||

Press the New Entry button, and key in the following details at the add-entry page:

e Address — The IP Address or Host name of the system which running the
NMS.

e Port — The port bind with the Address to receive the notification from the
nodes. Default value: 8188

* Interval — The resend interval of the notification, in seconds. Default value: 60

* Comments — An optional comment regarding the table entry.

e Active — The status of the table entry. Select Active to activate the table

entry.



NMS Addresses - add

Back to top

Address 192.168.1.23

Fort B188

Interval B0 (60-300000s3
Comments testing|

Metive Enahle [+

Click the Save changes button, and the NMS should be able to receive the

notification from the configured node.

4.3.38 Synchronized-Configuration

The synchronized-configuration is a feature that enables the user to perform SNMP
Set on more than one device simultaneously. However, this feature can only be
applied to parameters that have Read-Write accessibility from the MIB file.

Step-by-Step Guide to Synchronized-Configuration

1. Switch the NMS to MIB-browser mode.

B LR LRI TUR RN T TPy P 15T R

.lE]I E] |

Global View [

€]

Map  pMIB | Alarm

2. Expand the MIB tree and get a desired scalar parameter (Read-Write).
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3. Click on the SNMP Synchronized Configuration button on the toolbar, to invoke

the Synchronized-Configuration Window.

DERE®

4. At the popup window, enter the list of IP Address of the AP that will be

configured. (separated by comma)

5. Enter the desired value in the Value text-box, and hit the Next button.



(o Synchronized-Configuration

hiz festure enables user to configure & scalar parameter of multiple AP
imutaneouzly via SMMPZet
lease note in most cases, user is required to reboot the AP in-order to
ake the changes take effect after ShMPZet

Please enter the IP Address of the AP unit{s)
(seperated by comma)
1921651 .60, 192.165.1.75

Please check the following parameters
Farameter Marme wanPPPoELoginMame
Farameter Q|0 A36141042522210
Swyntax DizplayString

Walle Zhjsaltluslg_r

6. Enter the appropriate SNMP password / community based on the SNMP

Version using. Click the Set button.

(o Synchronized-Configuration

Please enter the SNMP Password of the agent

SMMP Version |1, 2c lisel
Corrmunity seeeeee
UsertMame |

Auth Password |
Ptiv Password |

| <<Back |[ set |

7. A status page will be shown, displaying the result of the
synchronized-configuration. Hit Done to close the window, or else, click the Set

Another Parameter button, to go back to the first page of the configuration, where



user can select another parameter from the MIB-tree at the MIB Browser, and

repeat the steps.

/1921681 B0
J/ 1321681 78

| ccBack | [ setancther Farameter | [ Done |




